
(세션1)�양자기술:�디지털 세상의새로운패러다임



QKD/Classical�Hybrid�Mechanism

SK�Telecom�Quantum�Security�­ QKD�Network�Architecture

QKD/PQC�Hybrid�Mechanism

2



QKD/Classical�Hybrid�Mechanism

SK�Telecom�Quantum�Security�­ QKD�Network�Architecture

QKD/PQC�Hybrid�Mechanism

3



4



5

LTE�backhaul�Protection�
with�QKD

World-First (June�‘16)

Configuration�of�
QKD�Network�in�Sejong

QKD-implemented

Sejong Daejeon

Up�to�50�km

Data�Channel:�10G

QKD�System (Sejong) QKD�System
(Daejeon]��
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Government�Convergence�
Network�with�
highest�level�of�Security

800
kilometers

48�government�
organizations

Security,�stability�
&�efficiency

Construction�of�the�first�
nation-wide�Government
QKD�network�in�Korea

A�national�backbone�
network��interconnect�
individual�networks�run�by�
48�government�
organizations

[�QKD�&�KMS�Network�]
SKT�&�IDQ�part

SKT�backbone

Customer�ring�

SKT�regional�office�

Gov.�regional�office

SKT�KMS�link

Customer�KMS�link Ext.�key
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• SDN�Orchestration�for�QKD
• SDN�Orchestration�Interface,�Service�provisioning
• Sequence�diagrams
• YANG�Model
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• REST�API�allows�key�management�systems�to�interoperate�to�pass�keys�
horizontally�between�two�systems�located�in�a�common�trusted�node
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• Interface�between�the�SDN�Orchestrator�and�the�SDN�Controller�
of�QKD�networks�for�interoperable�key�management�between�
two�QKD�networks

• YANG�model�etc

SDN orchestrator
Orchestration interface

SDN controller 
of QKD network

SDN controller 
of QKD network

Orchestration interface
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ECC�Migration

SHA2/3�Migration

AES�Migration DES�/�3DES�→�AES(2001)�(on-going)�+20�years

SHA-1�→�SHA2/3�(2011)��+20�years

Not�mandatory,�fairly�easy
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PQC�support�to�
PKI/CA,�HSM,�
process

PQC-enabled
protocols

PQC�Standardiza-
tion (NIST)
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Samsung SDS Blog
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Supported/PoC Vendors

SSL�VPN
SSL/TLS

IP�VPN
IPSec

MPLS�VPN

Ethernet�VPN
MACSec

OTN/WDM�encryption

Layer�4�Transport

Layer�3�Network

Layer�2.5�MPLS

Layer�2�Data�Link

Layer�1�Physical

ID Quantique
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IETF

ETSI

ITU-T�SG17 X.1714

TS�103�744�(concatenate�/�cascade�hybrid�key�exchange)

RFC�8784�(mixing�pre-shared�keys�for�PQC)
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Key�combination�method�

Security�requirements�for�key�combination

Security�requirements�for�key�supply
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Cell�Site Cell�Site
Core Core

Authentication�Server

5G�UE 5G�UE

QRNGQRNG
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