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SK Telecom Quantum Security - QKD Network Architecture

QKD/Classical Hybrid Mechanism

QKD/PQC Hybrid Mechanism



= % IC S ’.ﬂlHFJA c0e3

Globa CT Standards Conference 2023

Index

()7 sK Telecom Quantum Security ture

(02 aKb/Classical Hybrid Mechani

03 QKD/PQC Hybrid Mechanisn

S




Collaboration for Global Reach S22 |CTIEI=HIHEA 2023
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01. Integrating QKD with Encryption Solutions and Operators’ Networks
— to provide End to End Network Encryption

End to End Network Encryption

Integration with Operators’ Integration with Encryption
Network Solutions
Centralized Control End to End Encryption
* Interoperability between different QKD Systems * Network Encryption Upgrade with QKD
« Control and Management based on International » Work with PQC - Hybrid solutions with QKD and
Standards to make sure the global reach and PQC

interoperability



QKD Commercial case: SKT's LTE backhaul
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02. SKT World first LTE Backhaul Protection with QKD
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World-First uune‘1e)

L'I_'E backhaul Protection

QKD-implemented
with QKD

Data Channel: 10G

l

Daejeon

v

Up to 50 km

Configuration of
QKD Network in Sejong

QKD System (Sejong)

QKD System
(Daejeon]



QKD Commercial case - SKT's 5G backbone =28 |CT I=HHEIA 2023
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03. SKT's 5G Backbone protection with QKD

Quantum-safe Network with QKD

5G Backbone protection with QKD

since 2019 Bundang Ansung Chengju Yeongdong Gimcheon

A4 A4 A4
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Sungsoo Sungsoo QKD Trust Repeater* Dunsan QKD Trust Repeater* Taepyeong
Core Core Core

Up to 221 km Up to 109 km

Dunsan
Taepyeong




QKD Commercial case for Government

04. Korean Convergence Network for e-Government

Government Convergence
Network with
highest level of Security

Construction of the first
nation-wide Government
QKD network in Korea

A national backbone
network interconnect
individual networks run by
48 government
organizations

800
kilometers

48 government
organizations

Security, stability
& efficiency
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[ QKD & KMS Network ]
SKT & IDQ part

625

Gov. regional office Customer ring
SKT regional office O KT backbone
== Customer KMS link Ext. key

== SKT KMS link



Centralized control for QKD network: SKT implementation

05. Orchestration Interface for Software Defined Networks
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Orchestration interface
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SDN orch
SDN controller SDN controller
of QKD network of OTN network
[ —
SD-QKD oTN
node node
— A oTN
/ node
SD-GKD ‘ V;QZQKD |
SD-QKD node oTN
node node
Sao]..
node node ;s‘
o
node node
QKD network OTN
* SDN Orchestration for QKD
* SDN Orchestration Interface, Service provisioning
- Sequence diagrams
* YANG Model

nda
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Interoperable Key Management: SKT implementation =28 |ICTEZ=HMEA 2023
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06. Protocol and data format of REST-based Interoperable Key
— Management System API
ETSI GS QKD 020

(Initiator SAE) Key ID Notification /f\\ (Target SAE)
. Network Node (containing QKD hardware & KME for each connected link) SAEA \ J SAEC |
== QKD Link (Vendor 1) = = = _ -
== QKD Link (Vendor 2) < s 'i% T
QKD Link (Vendor 3) A Ers g° 37
R L) g2yl @
Pass Key API f
KME A KME B KME B KME C
(vendor 1) (vendor 1) |Horizontal interface | (Vendor 2) (vendor 2)
Ve:edt:nvre::/IEs
\ / QKDE QKD Link #1 QKDE QKDE QKD Link #2 QKDE
(vendor 1) (vendor 1) (vendor 2 vendor 2
D Gateway Node ) ( )
Site A Site B

Site C
(Gateway Node)

» REST API allows key management systems to interoperate to pass keys
horizontally between two systems located in a common trusted node



Orchestration for Interoperable Key Management =
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O7/. Orchestration Interface for the Interoperable KMS

ETSI GS QKD 021

Orchestration interface Orchestration interface

SDN controller
of QKD network

SDN orchestrator

SDN controller
of QKD network

(Initiator SAE) Key ID Notification //\ (Target SAE)
SAE A | \ ) || SAE C
g e g 3
Pass Key API /")
KME A KME B i KME B KME C
(vendor 1) (vendor 1) Horizontal Interface (Vendor 2) (Vendor 2)
Versdor KMEs
QKDE QKD Link #1 QKDE (oG] | QKD Link #2 QKDE
(vendor 1) (vendor 1) (vendor 2) (vendor 2)
Site A Site B Site C

(Gateway Node)

* Interface between the SDN Orchestrator and the SDN Controller
of QKD networks for interoperable key management between
two QKD networks

* YANG model etc

ICTEZ=HHEA 2023
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08. Migration

AES Migration DES / 3DES — AES(2001) (on-going) +20 years

SHA2/3 Migration SHA-1 — SHA2/3 (2011) +20 years

ECC Migration Not mandatory, fairly easy

12



PQC

09. Migration to PQC

3 Pillars

Algorithm

PQC Standardiza-
tion (NIST)

Protocols

PQC-enabled
protocols

mmICTES ..ﬂIiFJA 2023

Global ICT Sta

PQC support to
PKI/CA, HSM,
process

ndards Co

ce 2023
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PQC - Classical Hybrid ===2 |CT IZ=HMEA 2023
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10. PQC - Classical Hybrid

Client Server

Kpu '\
i K
— Conventional DH Valueesx:z;;Ia:smal key DH
Key Exchange g /

Quantum-Resistant Secure
Data encryption Communication Data encryption

with Kh)‘ with Kh)‘

14
Samsung SDS Blog



QKD Integration
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11. Integrating QKD with existing Encryption Solutions

i

Conference 2023

Supported/PoC Vendors

SSL VPN
Layer 4 Transport SSL/TLS
IP VPN
Layer 3 Network IPSec
MPLS VPN
Ethernet VPN
Layer 2 Data Link MACSec
, OTN/WDM encryption
Layer 1 Physical

: 15
ID Quantique



Hybrid approaches to use QKD in Classical Cryptography =283 ICT I=HMAEA 2023
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12. ITU-T SG17 Overview of Hybrid approaches for key exchange with QKD

ITU-T SG17 X.1714

ETS TS 103 744 (concatenate / cascade hybrid key exchange)
IETE RFC 8784 (mixing pre-shared keys for PQC)

16
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13. ITU-T SG17 Key Combination and Confidential Key supply for QKD Network

Key combination method

Cryptographic
application

TKC

[ Key combiner }

KQKD TK 1 TKZ
Key Key .
exchange 1| |exchange 2
OKD-

based key
exchange

X.1714(20)_FO1

Security requirements for key combination

Security requirements for key supply
17
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QKD - PQC Hybrid =S8 |ICTIE=HIEA 2023
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14. ITU-T SG17 Overview of key management of
— hybrid approaches for qguantum-safe communications

EXAMPLE HYBRID IMPLEMENTATION

Critical Backup

—-——

o
we !
Data Center o®
Disaster Recovery Center

D ! Secure via —!— D
Secure via PQ\(\ QKD link s /
may use QRNG ! ! = ! PQC
O— L

Source: QED-C, adapted from ID Quantique

Example

19
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15. QKD-PQC Hybrid Implementation Example

Authentication Server

lornc
* 1\7&' \ ~ PQC

-
S n 'A Ir Fess »
N i | ‘ : g Q
D QKD QKD
5G UE Cell Site Che. e = Cell Site 5G UE
QKD
PQ

= “ | |

Contents Provider Contents Provider

R Pac
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