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Ransomware: Hackers encrypt
access to target's data and
demand ransom payment in
order to restore access

Ransom and extortion

‘Extortionware: Hackers encrypt
and steal sensitive data. Double
g 13 threat — ransom to decrypt data

A4 plus threat to leak
or sell stolen

(selected countries, US$, 2020) additional | |
*Attacks reported to identification payment is ! &
service ID Ransomware not made ateaais? &
(WR-M 23 661 attacks $920.35m
Italy Eleeds $346.73m
Spain EEYE] $298.25m
France #t:2Ls 283.82m e
' . $2.60 billion
Germany gk $252.61m | Paid in 69.797
UK ENg:E:] $169.18m | known extortion attacks
in 2020"

Canada E¥iyd $164.77m '
Australia PN |$105.98m

Austria [l 1,254, $46.64m

New
Zealand

$37,288

m 399, $14.23m  Only one in four attacks reported to ID Ransomware

Sources: Associated Press, Bloomberg, Emsisoft, Reuters
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September 14, 2010 | Updated: September 17,2010

No More Chewy Centers:
Introducing The Zero Trust Model
Of Information Security

by John Kindervag
for Security & Risk Professionals

Never Trust,
Always Verify
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OVERSIGHT

& GOVERNMENT REFORM

The OPM Data Breach: How the Government Jeopardized Our
National Security for More than a Generation

Majority Staff Report

Hon. Jason Chaffetz, Chairman
Committee on Oversight and Government Reform

Hon. Mark Meadows, Chairman
Subcommittee on Government Operations

Hon. Will Hurd, Chairman

Subcommittee on Information Technology

September 7, 2016

www.oversight.house.gov

Recommendation 2 — Reprioritize Federal Information Security Efforts Toward a Zero

OMB should provide guidance to agencies to promote a zero trust IT security model. The OPM
data breaches discovered in 2014 and 2015 illustrate the challenge of securing large, and
therefore high-value, data repositories when defenses are geared toward perimeter defenses. In
both cases the attackers compromised user credentials to gain initial network access, utilized
tactics to elevate their privileges, and once inside the perimeter, were able to move throughout
OPM'’s network, and ultimately accessed the “crown jewel” data held by OPM. The agency was

unable to visualize and log network traffic which led to gaps in knowledge regarding how much
data was actually exfiltrated by attackers.

To combat the advanced persistent threats seeking to compromise or exploit federal government

IT networks, agencies should move toward a “zero trust” model of information security and IT

11



GiE

HEEHAE J|zaf HOF of2{Cteyo

o Y

02. 0] YYHE HZEHAE &

HEEHAETQ A:

D

Zero Trust in NIST SP 800-207 ('20.08)

Qe
(H[M2] %)

| 22 ZA

L5 A=A
AT AT 7Hs

ICT E=AHMEA 2023

— = EH
Global ICT Standards Conference 2023

[— g —

HEEMAELQ S:
A2

2|AA Che| AT EQ0] Ho| A

SHONOR™™

L
-
Ll
-
-
-
-

L]
-
-
L]
-
L]
H
:
.
L
.
.
-
-
) '
.
. fm_b
o‘. .:
- 0
U AsAE
oIE! LYSLAD} 27
0
o
.“‘.

*

QIE{L ..,
(HIAZ] FS) T oemirnaaee
A. Kerman (NIST)S| 2& x4

12



HE2EMAE 7|&3} HOFO2{Cllo| Xzt =E8ICT E HI{EA 2023

Global ICT St rds Conference 2023

02 O] GEtNE Y 2ERAE EQl X2k

[ -

HEOIE CHEE ¥ HHE (EO-14028, '21.05) - “Improving the Nation’'s Cybersecurity”

"Incremental improvements will not give us the security we need; instead, the
Federal Government needs to make bold changes and significant investments in
order to defend the vital institutions that underpin the American way of life."

— Executive Order on Improving the Nation’s Cybersecurity 12 May 2021
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HH)IE CHS = sz (E0-14028, '21.05) - “Improving the Nation’s Cybersecurity”

Sec. 3. Modernizing Federal Government Cvbersecurity. (a) To keep pace
with today’s dynamic and increasingly sophisticated cyber threat environ-
ment, the Federal Government must take decisive steps to modernize its
approach to cybersecurity, including by increasing the Federal Government’s
visibility into threats, while protecting privacy and civil liberties. The Federal
Government must adopt securitv best practices; advance toward Zero Trust
Architecture; accelerate movement to secure cloud services, including Soft-
ware as a Service (SaaS), Infrastructure as a Service (IaaS), and Platform
as a Service (PaaS); centralize and streamline access to cybersecurity data
to drive analytics for identifying and managing cybersecurity risks; and
invest in both technology and personnel to match these modernization goals.

(b) Within 60 days of the date of this order, the head of each agency
shall:

(ii) develop a plan to implement Zero Trust Architecture, which shall
incorporate, as appropriate, the migration steps that the National Institute
of Standards and Technology (NIST) within the Department of Commerce
has outlined in standards and guidance, describe any such steps that
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Identity

+ Continuous validation

Devices

— = EH
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Global

Networks

+ Distributed micro-

and risk analysis virtual asset analysis perimeters with just-in-
* Enterprise-wide identity | including automated time and just-enough
— integration supply chain risk access controls and
@© * Tailored, as- management and proportionate resilience |+ Protections
E needed automated integrated threat + Configurations evolve to
B access protections meet application profile
o * Resource access needs
depends on . best
device risk analytics for cryptographic agility
lifecycle
Optimal Visibility and Analytics Automation and Orchestration Governance
* Phishing-resistant MFA |+ Most physical and * Expanded isolation and |+ Most mission critical * Automated data
= Consolidation and virtual assets are 'y with in
secure integration of tracked * Configurations adapt over public networks to |+ Consistent, tiered,
Ad d '§ identity stores « Enforced based on automated authorized users targeted categorization
vance! + Automated identity implemented with risk-aware . P in| andlabeling
5 risk threat profile assessments all application workflows | = Redundant, highly
% * Need/session- = Encrypts applicable with context-based available data stores
< based access « Initial resource access network traffic and access controls « Static DLP
2 depends on device and |+ C teamsfor |+ Automated context-
Initial posture rotation of keys development, security, | based access
and operations = Encrypts data at rest
Visibility and Analytics Automation and Orchestration Governance
* MFA with passwords * All physical assets « Initial isolation of critical |+ Some mission + Limited automation to
Traditional * Seif-managed and tracked workloads critical workflows have inventory data and
hosted identity stores | » Limited device-based * Network capabilities integrated protections control access
__* Manual identity access control and manage availability and are accessible over |+ Begin to implementa
© risk demands for more public networks to strategy for data
 — . =+ Access expires with enforcement applications authorized users categorization
Visibility and Analytics £ automated review + Some protections + Dynamic configurations |+ Formal code deployment |+ Some highly available
. R delivered via automation . for some portions of the mechanisms through data stores
Automation and Orchestration network CI/CD pipelines = Encrypts data in transit
« Encrypt more trafficand |+ Static and dynamic « Initial centralized key
Governance formalize key security testing priorto | management policles
management policies deployment
Visibility and Analytics Automation and Orchestration Governance
— * Passwords or MFA + Manually tracking * Large perimeter/macro- |+ Mission critical « Manually inventory and
g = On-premises device inventory segmentation icati data
o Identity stores + Limited compliance * Limited resilience and via private networks = On-prem data stores
= + Limited identity visibility iy CHN have = Static access controls
® risk assessments + No device criteria for rulesets and . of
'= * Permanent access with resource access configurations Integration data at rest and in
periodic review * Manual deploymentof |+ Minimal traffic * Ad hoc development, transit with ad hoc key
threat protections to encryption with ad hoc testing, and production management
some devices key environments
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Workloads
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EXECUTIVE OFFICE OF THE PRESIDENT
it OFFICE OF MANAGEMENT AND BUDGET

ki,ff WASHINGTON, D.C. 20503
January 26, 2022
M-22-09

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM: ShallandalD. Young OV M ’D [/ >,

Acting Director

SUBJECT: Moving the U.S. Government Toward Zero Trust Cybersecurity Principles
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p— T 123 Rule Based Oynamic Access
. 12.1 App Based Permisaion 1,42 implement Sysiem and Migats P2 1.2.5 Enterprise Roles and
Execution Enablers 1.2.2 Rule Based Dynamic Access Pt 1 Privieged Users Pt 2 Permissions Pt 2
1.1.1 User Inventory 1.2.4 Enterprise Roles and
I Cumasioml NEMDE Permissions P11 1.3.3 Atematve Flexibie MFA PL 2
Doctrine 1.4.1 Implement System and Mtigate Privieged Users Pt. 1 1.5.2 Enterprise identity Life-Cycle 1,32 Aematne Flexibie MFA
Organization 1.5.1 Organization identty Life-Cycie Management Management Pt. 1 PL1 1.4.4 Real Time Approvals &
Training 2.1 Device Hop Tool Gap 1.7.1 Deny User by Default Policy 143 Reol Tkus Apraovels BUTLEAY oo foasca £Y.2
materiel z :3,3 mw-h&céncen 1.8.1 Singla Authentication 14.1 implomont UEBA Tookng Analytics Pt 1 1.5.4 Enterprise identity Lite-Cycle
Leadership & Education ools with 1.5.3 Entorprise identity Lfe-Cycie Management Pt 3
Personnelp 2.1.2NPE/PKI Devico 1.8.2 Periodic Authenbication Management Pt. 2 U
Under Management Actvity Mondoring
[ 2.4.1 Deny Device by Default Policy 1.9.1 Entorprise PKIAOP Pt 1 152 Unac Achty Monkang BE. 1 103 Mesr Acenty £re ser
2.6.1 Implement UEDM or equivalent tools 1.8.3 Continuous Authentication Pt 1 PK
2.6.2 Enterprise Device Ma: Pt 1.8.4 Contnuous Authentication P 2 192 Enterprise PKIOP PL 2
2.7.1 Implarment EDR Tools & Infegrate w/ C2C 2.1.3 Enterprise IOP PL 1 1.9.3 Enterprise PKUIDP P13
4420DRM 251 Asset and Paich Tools 2.2.1 Implement c:ocmpc jaarcw Birsect
741 Scale 621 Task = N oL 2.1.4 Enterprse 1DP PL 2
Point L 3 Awlalcnnod- pose
o aoaratora) lummmm- m . Rk ogging 2,33 Implement App Control & FIM Tools A5 e mce
6.5.1 Response 5.2.1 Defire 312 Resocmmnnm 24.2 Managed and Limited BYOD & 10T Support Network Authorizasion Pt
Automaton Analyss SDN APIs 3.2.1 Buiki DevSecOps smam Factory PL 1
6.6.1 Tool Compliance ;.?.I Define Data Tagging 3.3.1 Approved Binanies/Code 2.6.3 Enterprise Device Management Pt 2 2.3.1 Entity Actvity Monmng Pl 1
Analysis ploriins 332 Vulnerabiity Mar 27.2 Implement XDR Tools & Integrate w! C2C Pt 1 2.3.5 Fully intograte Device Security Stack w! C2C
nagerment Program Pt 1 "
7.1.2 Log Pars: Organizaton Access 512 0ot Grar NG o 3.4.1 SOC Resource Authorzaton PL1 23,6 Enterprse PKIPL | Rt b
A g Control Access Rules &
ek e Policies PL 2 443 Fie Actiity Monitoring Pt 1 313 Rescuxed AURKERBRO < 243 Managed and Full BYOD & IOT Support PL 1
7.2.4 Assot 1D & Aert 451 Implement DRM and 3.2.2 Bukd DevSecOps Software
Correlation .52 implement SOAR Tooks . 5.2.2 Implement SON Presection Took PL 1 Faciory P12 273 Anernact KUR ook & KRerale MG2C 2.2 237 Enverpriss PRI PL2
7.21 Thwat Aloing  6.6.2 Standardized AP! Calis & \ rog'amable I 461 Points 32.3 Automate ion Securtty ~
PL1 Schemas PL 1 ;e.).qi Dx&im Macro &1 Code‘ Remediation Pt. 1
mentation nagement -
7.3.1 Imperment 6.7.1 Workflow Ennchment Pt 1 4.2.2 Interoperabiity Standards 2.4.4 Managed and Full DeV|ce
o $.4.1 Implement Micro Segmentation 433D SDS Polcy e cwm:: 5al¢anm . BYOD & 10T Support Pt 2
7.5.1 Cyber Thveat 4.3.2 Manual Data Tagging PL 1 3.4.2 SDC Resource Authorization 343 Envich m. for Resowrce
Inteliigence Program Pt 1 4.4.4 Fle Actwity Monitoring Pt 2 P2 Authonzation PL 1
4.5.2 Imploment DRM and Protaction Tools Pt 2 3.4.4 Ernich Altributes for Resource
4.6.2 DLP Enforcement va Dats Tags and Analytics PL 1 Autnonzaton PL 2 “E)
4.7.1 Integrate DAAS Access wiSDS Policy PL 1 3.5.1 Continuous Authorization to Operate o
ELIog Acen 5.2.3 Segment Flows into Control 45.3 DRM Enforcement via Data Tags and Analytics PL 10 (ATO) P 1 B
6.1.3 Enterprise Secunty Maragement and Data Planes mesa
7.2.2 Theeat Alerting PL 2 Ay 4.7.4 Intograto SDS Sohsson(s) & 4.3.3 Monual Data
7.2.5 UserDevice Baselines 5.3.2 BICH/S Macro Segmentaton Poiicy wi Enterprise IDP Pt 1 Tagging P1. 2
.22 Entoprise fnegration & Workiow 445 Oatataon Aty Moriicar) 345 REST AP! Micro-Segments
7.3.2 Estadlish User Baselne Provisioning Pt 1 4.3.4 Auomated Data Tagging & Support Pt 1
Behavior e e - (542 Appication & Davioe Micro Segrietation 4.5.4 DRM Erforcement via Data Tags and Anaiytes PL 2
Imploment 29909 ~ 4.6.3 DLP Eforcament via Data Tags and Analytics PL 2 352 Continuous Authorizalion 1
7.4.1 Baseline & Profiing PL 1 Classffication ML Toots $.4.4 Protect Data in Transit 4.7.2 Integrale DAAS Access wSDS Policy P 2 Operale(ATO) P1. 2 . .
7.8.2 Cyber Trveat 6.6.3 Standardzed API Calls & Schemas Pt 2 A Tl At :r.nn-m:sosmms)smw Apphcaﬂon &
: terprise IDP P12
Intebigence Program PL 2 6.7.2 Workdiow Enrichment Pt. 2 st Discovery & Optmzaion .. 47,8 ntegrate SO Tool andor integrate Wity 4.3.5 Automnated Data
e 525 Real-Time Access ORM Tool Pt 1 Taggng & Support Pt. 2 Workload
| v : = Decisons 4.4.6 Comprehensive Data Activity Monitoning
7.2.3 Theeat Alerting P13 5.4.3 Procoss Micro 4.5.5 DRM Enforcement via Data Tags and Analybcs P1L 3
s 5 2 S 8.1.4 Entorprse Secunty Protie Pt 2 segmentason 4.8.4 DLP Enforcement via Data Tags and Analytics Pt
S 62.3 Enterprise Integration & Workflow 4.7.3 Infegrate DAAS Access wiSDS Policy PL 3
7.4.3 UEBA Baseline Support PL 1 Provisioning Pt 2 4.7.7 Intograte SDS Tool andior
7.4.4 UEBA Baseline Support Pt 2 6.4.1 Implement Al Automation Tool Indegrate with DRM Tool PL 2
R Target Activities: 91
Data
Advanced Activities: | 61
6.4.2 Al driven by Analytics decides ABO modificatons
7,64 A abiod Nobaork Acooss Total Activities: 152

7.6.2 Al-enabled Dynamic Access Conrol

Visibility &
Analytics

Orchestration

Automation &

Network &
Environment

Note: ZT Activities are grouped as either Target or Advanced. I
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GENERAL DYNAMICS
Information Technology

ZERO TRUST RESEARCH REPORT

Agency Guide to
/ero Trust Maturity

Federal IT and program managers know that implementing zero trust

is a strategic approach to defend against cyber threats. Ahead of the
2024 deadline, federal agencies are making progress in their zero
trust implementation. But agencies also recognize the challenges they
face and know there’s stillimportant work to do.

HAEEFo 273U IT 2 A2 Y A2 30080 Ciet EE=AL

DEFENSE AGENCIES FEDERAL CIVILIAN AGENCIES
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14%
PR, 49 DATA PILLAR
pevice I 35 | N
16% For the data pillar at the traditional
D 4% maturity stage, federal civilian
Network Environment [ EGNNGEG /5o agencies are less mature than
8% defense agencies.
e 427%
Application Workload [ E R | R o - 3 4 O/ 2 3 O/
15%
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Existing legacy infrastructures must be rebuilt/replaced
Determining what set of technologies needed

Lack of IT staff expertise

Costly investment

Requires change in agency’s cybersecurity philosophy/culture
Lack of internal resources to manage

Determining which vendor(s) to use

Leadership/upper management resistance

Unsure which zero trust model to follow

Lack of roadmap/plan to adopt zero trust model

H2EHAE FalojjAe] =

28%

50%

48%

46%

7%

34%

32%

31%

1%

24%

X2k

= =1

IT Professionals find vendor
determination more challenging
than program managers

20% Vs 44%

Defense agencies find the
following more challenging
than civilian agencies

COSTLY INVESTMENT

61% vs 37%

LACK OF INTERMAL
RESOURCES TO MANAGE

45% vs 26%
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NIST Special Publication 800-207 NIST SPECIAL PUBLICATION 1800-35B
Implementing a Zero Trust Architecture @

B¥ Microsokt ‘
cisce’
Zero Trust Architecture e i

Evolving Zero Trust

How real-world deployments and attacks are
shaping the future of Zero Trust strategies

Cisco Zero Trust

This publisation is available fres of charge from: Architecture Guide
e idoorp 10 GOTANIST SP 8O0-207 i )
s i o Department of Defense (DoD) June, 2022
o T o — Zel’o Trust Zero Trust Reference Architecture
COMPUTER SECURITY L
: Maturity Model —
FORRESTER

Jul BeyondCorp
A New Approach to Enterprise Security
Jefense

The Zero Trust eXtended (ZTX) Ecosystem 1al Secu

[ Socurty Acrors Your Digtal Buskness

Perimeter (SDP)

Engine =l oo o The ‘Zero Trust’ Model
@Q Specification v2.0 in Cybersect s

Applying Zero Trust
Princlples to Enterprise
Mobllity

Zero Trust Cybersecurity
Current Trends

Apeil 18,2018
Version: DRAFT FOR PLBLIC COMMENT

March 2022
Cybersecurty and irastructure Securtty Agency
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