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Introduction to Vehicular Networking
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Use Cases of Vehicular Networking

Navigation

Connected Automated

Vehicles
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Vehicle Data Forwarding
Services
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Vehicular Networks
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IPWAVE Working Group (1/2)

3 17 wireless Access in Vehicular %

&«

c

Datatracker

+

8 datatracker.ietf.org/wa/ipwave/about/

Groups Documents Meetings Other User

IP Wireless Access in Vehicular Environments (ipwave)

About

WG

Personnel

Mailing list

Jabber chat

Documents

Name

Acronym

Area

State

Charter
Dependencies
Additional URLs

Chairs

Area Director
Address

To subscribe
Archive
Room address

Logs

Meetings

History =~ Photos  Email expansions
IP Wireless Access in Vehicular Environments
ipwave

Internet Area (int)

Active

charter-ietf-ipwave-01

Document dependency graph (SVG)

- Wiki

- Issue tracker

F4 Carlos Bernardos
£4 Russ Housley

£ Suresh Krishnan

itsi@ietf.org
https://www.ietf.org/mailman/listinfo/its
https://mailarchive.ietf.org/arch/browse/its/
xmpp:ipwave @jabber.ietf.org?join

https://jabber.ietf.org/logs/ipwave/

Charter for Working Group

Automobiles and vehicles of all types are increasingly connected
to the Internet. Comfort-enhancing entertainment applications,
road safety applications using bidirectional data flows, and

List archive »  Tools »
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IPWAVE Working Group (2/2)

« IPWAVE (IP Wireless Access in Vehicular Networks) Working Group (WG)

« IPWAVE WG aims at the standardization of IP-based networking such as
Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V21).

« The main deliverable documents are;
« |Pv6 over IEEE 802.11-OCB (Outside the Context of a Basic service set).
 IPWAVE Problem Statement and Use Cases

« After the IPWAVE Problem Statement document is published, IPWAVE WG
will work for rechartering to develop IPWAVE protocols such as

 Vehicular Neighbor Discovery
 Vehicular Mobility Management
 Vehicular Security and Privacy
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IPWAVE Documents (1/2)
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m IP Wireless Access in Vehicular X +

< &

IE T‘F Datatracker

@ datatracker.ietf.org/wg/ipwave/documents/

Groups Documents Meetings Other User

IP Wireless Access in Vehicular Environments (ipwave)

About = Documents  Meetings  History @ Photos  Email expansions  List archive »  Tools »

Document ¢ Date ¢ Status s AD / Shepherd +

Active Internet-Draft (1 hit) S KKU WG Draft

2020-07-29 AD Evaluation for 2 days Erik Kline =

draft-ietf-ipwave-vehicular-networking-19

|
IPv6 Wireless Access in Vehicular Environments 39 pages Submitted to IESG for Publication:Informational Carlos Bernardos & :
(IPWAVE): Problem Statement and Use Cases ]
RFC (1 hit)
RFC 8691 (was draft-ietf-ipwave-ipvo-over-80211och) 2019-12 Proposed Standard RFC Suresh Krishnan =
Basic Support for IPv6 Networks Operating Outside 29 pages Carlos Bernardos &

the Context of a Basic Service Set over IEEE Std 802.11
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& C @ datatracker.ietf.org/wg/ipwave/documents/ B QA % 6O
| “ . Datatracker  Groups Documents Meetings Other User
Document ¢ Date ¢ Status ¢ IPR ¢ AD /Shepherd s
Related Internet-Drafts (8 hits) S KKU D raftS
T T T T T T T T T e e e e e e e T T S s ST T ST TS
’ draft-jeong-ipwave-context-aware-navigator-01 2020-05-07 [-D Exists S
= Al 1 xtAware Navi X )
! Context-Aware Navigator Protocol for IP-Based 8 pages \
MEE 9t I Vehicular Networks ‘I
ICT E_’I_F_Ql : draft-jeong-ipwave-iot-dns-autoconf-08 2020-05-07 I-D Exists :
(0-ke)y 1 DNS Name Autoconfiguration for Internet-of-Things 17 pages |
3 = : | Devices in IP-Based Vehicular Networks 1
1 I
1 draft-jeong-ipwave-security-privacy-01 2020-05-07 I-D Exists 1
: Basic Support for Security and Privacy in IP-Based 11 pages :
1 Vehicular Networks |
I
I draft-jeong-ipwave-vehicular-mobility-management-03 ~ 2020-05-07 I-D Exists :
1 Vehicular Mobility Management for IP-Based 15 pages I
: Vehicular Networks 1
I
" draft-jeong-ipwave-vehicular-neighbor-discovery-09 2020-05-07 I-D Exists 1
\ Vehicular Neighbor Discovery for IP-Based Vehicular 24 pages /’
.  Networks _’
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IPv6 over IEEE 802.11-OCB

(RFC 8691 - Basic Support for IPv6 Networks Operating Outside

the Context of a Basic Service Set over IEEE Std 802.11)
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IPv6 over [EEE 802.11-OCB (1/3)

GISC2020
Eeecl + |[Pv6o over |[EEE 802.11-OCB Document

« Objective

* It aims at the specification of IPv6 extension for delivering an IPv6 packet in
V2V and V2| over IEEE 802.11-OCB link.

» It provides methods and settings, and describes limitations for using IPv6 to
communicate among nodes over a IEEE 802.11-OCB link with minimal change.

& = Al
MES 9o

g * Document name
aisi + RFC 8691

« Document link
* https://datatrackerietf.org/doc/rfc8691/

* Document status
« RFC - Proposed Standard

13


https://datatracker.ietf.org/doc/rfc8691/

Global ICT Standards Conference

=AY
MES 9ot
ICT EX9]

(o-keys
=1 =

IPv6 over IEEE 802.11-OCB (2/3)

« Main Subjects of IPv6 over IEEE 802.11-OCB

« Maximum Transmission Unit (MTU)
* Frame Format

Link-Local Address

Stateless Autoconfiguration
Address Mapping

Subnet Structure

Security and Privacy Considerations

14
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IPv6 over [EEE 802.11-OCB (3/3)

* Frame Format

* |P packets must be transmitted as QoS Data frames over 802.11-OCB.
« The QoS Data frame format is specified in IEEE 802.11 specification.

« The 802.11-OCB QoS Data Frame contains an 802.11 header + a Logical
Link Control (LLC) header + IPv6 datagram.

« The Type field in the LLC header must be set to 0x86DD (IPv6).

« The mapping to the 802.11 data service must use a “priority” value of 1, which

specifies the use of QoS with a "Background” user priority.

g J . /
N _/

802.11-to-Ethernet Adaptation Layer

Ethernet Il Header IPv6 Header

15
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IPv6 Wireless Access in Vehicular Environments (IPWAVE):
Problem Statement and Use Cases
(draft-ietf-ipwave-vehicular-networking-19)

Jaehoon Paul Jeong
(Editor)

16
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IPWAVE Problem Statement Draft

* IPWAVE Problem Statement and Use Cases Document
« Objective

* It aims at the problem statement of IPWAVE along with possible use cases in
V2V, V2I, and V2X using IEEE 802.11-OCB links.

* It covers three subjects such as IPv6 Neighbor Discovery, IP Mobility
Management, and Security & Privacy.

* Document name
e draft-ietf-ipwave-vehicular-networking-19

« Document link
* https://datatracker.ietf.org/doc/draft-ietf-ipwave-vehicular-networking/

e Document status
« Submitted to IESG

17
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Vehicular Network Architecture

Corresponding Node .
Traffic Control Center

in Vehicular Cloud

Mobility
@& Anchor

(MA)

V),

R1 G

IP Road-Side Unit « |P Road-Side Unit

IP Road-Side Unit = - IP-RSU,
IP-RSU, IP-RSU;
V2i Vv2i V2i
—>
Vehicle vav Vehicle vav Vehicle Vehicle
Vi Vv, Vs \/
Subnet 1 Subnet 2 Subnet 3
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Vehicular Neighbor Discovery (VND)
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Vehicular Mobility Management (VMM)

Seamless and Fast Handover for Vehicle

PMIPv6-based MM

DMM-based MM

20
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% Road-Context Awareness through Light-weight Message Exchange

- Cooperation Context Message (CCM) and Emergency Context Message (ECM)

Reference: “Context-Aware Navigator for Road Safety in Vehicular Cyber-Physical Systems”,
The Third International Conference On Consumer Electronics (ICCE) Asia, June 2018.
http://iotlab.skku.edu/publications/international-conference/ICCE-ASIA-CAN.pdf
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Vehicle Mobility Information (VMI)

VMI Option as an ND Option:
« Type: CCM or ECM

» Mobility Information: Vehicle Speed, Direction, Position, Driver’s Action
(e.g., Braking and Accelerating)

0 1 2 3

|T378901234567

0 8| 91 Off 1| 2| 3| 4| °

Reserved 2

Mobility Information

https://www.ietf.org/id/draft-jeong-ipwave-context-aware-navigator-01.txt »3
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Vehicular

Collision Avoidance with CNP

—_————— =

RSU: Road-Side Unit

gNB: gNodeB
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IPWAVE Communications for CNP

s 2020 e Applications
' : ' Ethernet Il Header Header Payload ~N
TCP/UDP
WSMP
IPV6 > 1609.3
LLC Y,
802.11 Header Le IPv6 Payload '1.1
C e Al Header | Header Trailer 802.11-0CB MAC 1609.4
e — A jon Layer
MEZ ofot Ethernet Adaptation Laye 202.11-0CB PHY
ICT =9 .
oyt N & *"sG-'{::::E-';-ﬂﬁ":,ﬂ'-”—f’—i\% IEEE WAVE Protocol Stack
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Simulation and Implementation of CNP
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IPWAVE Problem Statement and Use Cases
Vehicular Neighbor Discovery

Vehicular Mobility Management

Vehicular Security and Privacy

Context-Aware Navigator Protocol
IPWAVE DNS Name Autoconfiguration

ETF SHAENHN RLELALZE F2BHY 7= PoC
« IPWAVE Basic Protocols Project

IETF IPWAVE WGO|| SfH = Z=HE 7|8 55 A ¢

« Vehicular Neighbor Discovery2} Context-Aware Navigator
Protocol& 721510 POCH

« X}Z 0| IPWAVE WGO| Rechartering= 3t Protocol& 7H& et
I Xotet 7IHES WG 2ME FTE A=,

-
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IETF-108 IPWAVE Hackathon Project
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C:ISCZOZO IP Wireless Access in Vehicular Environments (IPWAVE) Basic Protocols
Champion: Jaehoon (Paul) Jeong (SKKU)
Context-Aware Navigator Protocol Objectives:

+ Demonstrate IPWAVE Basic Protocols
+ Discover technology gaps for IPWAVE

IETF-108 Hackathon
Context-Aware Navigator
‘_rotocol__(CNi?) over IPWAVE _ P —
B AN ; 8] | I T\ Where to get source code:
S il ' A : g ' + Git-hub open source:
https://github.com/ipwave-hackathon-ietf

L H . .
7 =2 AL Professor: How to set up an environment:
L= oot * Jaehoon Paul Jeong (SKKU) 4+ OS: Ubuntu 16.04

. . WAVE Protocol Stack ,
ICT EX9] Younghan Kim (SSU) + OMNeT++: 5.4.1

Non-safety Apps I Safety Apps ] + SUMO: 0.32.0
e Students: TCP/up e W + Veins: 4.7.1

IPv6

* Bien Aime Mugabarigira (SKKU) + INET Framework: 4.0.0

* Yiwen Chris Shen (SKKU)

LLC

Implementation Contents:

4 Proof of Concept (POC) of IPv6-Based
Context-Aware Navigator Protocol
Vehicular Network Architecture  \ehicle structure in OMNeT++ * 1746 mabilty nformation sharin fo
+ Coordinated path planning for obstacle
e ovligrons] and collision avoidance in roadways

' 4+ Efficient driving information exchange
in IP-based vehicular networks

+ Network-based coordinated driving
environment sensing and perception

+ Vehicular Simulations of IPWAVE with
OMNeT++, SUMO, and VEINS

Security
Management

1609 .4

WAVE MAC (with Channel Coordinatlon)|

|
* Ahn Yeoseop (SKKU) |
* Kyoungjae Sun (SSU) |

11-0CB

WAVE PHY ‘ '

802




GISC2020

Global ICT Standards Conference

& = Al
MES 9o

ICT EX9

(o-keys
=1 =

Vehicular Network for Simulation of CNP

TCC in Vehicular Cloud

vas

(to)) ((¢))
1
! El:herr"ugt‘c-;l-JZ RSU3
\ =N
vz“r‘--e,;x v2i \ V2
= S e — .
v, V2V Vs vav Vs Vy

Subnet (Multi-link Subnet)
Shared prefix:
2001:DB8:1:1::/64
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Simulation of CNP (1/2)

v" Two RSUs:

«  They belong to one subnet.

«  They are connected with each other
through Ethernet.

v' Multiple Vehicles:

«  They are driving through a road segment.

v' Mobility Anchor (MA):

«  MA manages RSUs and vehicles for the m

obility management of the vehicles.
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Simulation of CNP (2/2)
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« We set up an IP-based vehicular network
with 3 RSUs and 1 MA.

 [B2 CMPHcE (CNPNet) id=1
* E scheduled events (cLventileap] [ LENS—

« Mobility information is exchanged among T
vehicles by CNP over IPWAVE. e —
7 =2 AU B —
MEES QI3 B
ICT 72 » A coordinated maneuver for collision
S avoidance is performed by vehicles when
an obstacle is detected. LRI,

¥ playurcundSicex (LPar) 25001
@ playgroundsizey (¢cPar) 25008

5

dEEREReadis

E netsize/ (cPar) S0m =L
:égﬂ :%;E // //
= oA /= g
. =1 s =
« We implemented CNP, but the types of VMI L.z =

are not separated yet.

» This separation will be done in the IETF-109
Hackathon Project.
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IPWAVE Open Source Project in GitHub

) GitHub - ipwave-hackathon-ieti X +

&«

C @ github.com/ipwave-hackathon-ietf/ipwave-hackathon-ietf-108

o Why GitHub? -+ Team Enterprise Explore

Marketplace Pricing

B ipwave-hackathon-ietf / ipwave-hackathon-ietf-108

<> Code Issues Pull requests

=

¥ master ~ ¥ 1branch > 0tags

mubienaime July 24 commit

CNPveins
IETF 2020
inet

sumo-0.32.0

Actions

Projects Security Insights

Join GitHub today

Search

GitHub is home to over 50 million developers working together to host and review code,

July 24 commit
July 24 commit
July 24 commit

July 20 commit

manage projects, and build software together.

Go to file

9ecee39 on 24 Jul

4 Code ~

D 2 commiits

2 months ago
2 months ago
2 months ago

2 months ago

Sign in ‘ Sign up ‘

@ Watch 0 vrstar 1 Y Fork 1

Dismiss

About

No description, website, or topics
provided.

Releases

Mo releases published

Packages

https://github.com/ipwave-hackathon-ietf/ipwave-hackathon-ietf-108
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Demonstration of CNP in YouTube

D (72) IETF-108 Hackathon IPWA". X +

< C @& youtube.com/watch?v=65550zV88s0

= I3 YouTube Search

Al W P S jetiege  Lecee  Sevcieton iedest  eiy

S&e 5@ v N o

} S D) 2'5.;14:03

https://www.youtube.com/watch?v=6Ss50zV88so
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« Collision Avoidance with CNP
* IPWAVE Communications for CNP
 Simulation and Implementation of CNP
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