GISC200 L LA MEE Jt
McT m=o) gt

(W3C) WebRTC

|
/4 A E




GISC2020

Clobal ICT Standards Conference

WebRTC Visionist
(2014 ~)

M M £40)
X Gouaibaedt 201501 10

& = A
NEE ¢t

WebRTC Testing Example : Comparative WebRTC SFU Study 3
- WebRTC Standard Update 3 : . ks 7 Al in RTC a
S B SR geture - WebRTC 1.0 & Next Howliaccess video qualifiRar slits) da fiedag:« - Speech Analytics, Voicebots, Computer Vision, RTC Optimization Webﬁ RTC
- AHalA of7|=ia| £ SIRDISINR 244 ¥ " ’ RTC Conference Korea 2018
T — e leemltout (Google) Chad HrtJWebRT CHacks.com) L .



WebRTC 2| &

GISC2020

Global ICT Standards Conference

October 6, 2010 - RTC Web Workshop
(Google Mountain View, CA Headquarters, building 40, Kiev room)
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October 6, 2010 - RTC Web Workshop
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October 6, 2010 - RTC Web Workshop

Agenda

o * Chairman
0830: Intro & Goals - Chris Blizzard

Harald Tveit Alvestrand

0900: Use Cases, Requirements - Joe Hildebrand
S LAl Ea

MEE Qo 1000: Nat Traversal - Justin Uberti
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1030: Media Encryption ( What's the key exchange ) - Eric Rescorla

1100: Same Orgin Security Issues for P2P Media - Adam Barth (in docs)

1130: Security & Privacy - Alissa Cooper

: B 29 June 1959 61
1300: Levels of APIs - Stefan Hakansson o line 192 \age 6])
Namsos, Norway
1400: Notifications, System Tray, Persistence - 20 min ( Joe H ) Occupation.  computer scientist
Known for i18n, IETF, and Linux work
1420: Codecs - Jan Linden Notable work RFC 2277 (BCP 18)
v Children 3
15:00 Interoperability - Jonathan Rosenberg Wit s s

16:00 Next steps and wrap Up - Philippe Le Hegaret, Jon Peterson
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“WebRTC fills a critical gap in the web platform

as you can communicate in real-time just by loading a web page”

g 2013, Google I/0

= L Justin Uberti
| el (Tech Lead on WebRTC, Google) https://youtu.be/p2HzZkd2A40
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With WebRTC, Web pages can talk to each other.
The Web as a programmable platform is going to allow real-time

https://www.cnet.com/news/tim-berners-lee-on-its-25th-
anniversary-the-web-still-needs-work-g-a/
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2011.05.31 First Google release of WebRTC source code

Google release of WebRTC source code

This message. [ Message body ] [ Respond | [ More options ]
Related messages. | Previous message ]

Fromr. Harald Alvestrand <hta@google.com>
Date Wed, 1 Jun 2011 01:04:28 +0200

Today, Google made available WebRTC,

L L A|CH Message-ID: <BANLKTInXElypAc2t\VviySzUGOtGIKLZNXA@mail.gmail.com>
MEE ot} e an open source software package for
| - —] =
ICT E—’F—Q.I Today, G?ogle mac.ie available WebRTC, an open source Softwa}re Dackgge real_‘t”"ne VOlce and Vldeo on the Web
[L for real-time wvoice and video on the web that we will be integrating
in Chrome. This is our initial contribution to achieve the mission of 1 1 1 1
(EI"UE'I- making audio and video available in all browsers, through a uniform that We WI” be Integratlng In Chrome
standard set of AFls. This initial release will provide the . . e ey . .
functional ity we envision for WebRTC/RTOMEB, as detailed at This is our initial contribution to
https://sites google. con/site/webrtc/. Working with the browser . . . . .
comrpunity and working groups |ike this, our goal is to expand the . aCh|eve the mission Of mak|ng aUd|O
available APls over the next few months for developers to create voice . . .
and video spplicaticns on the veb and video available in all browsers,
The under lving components we're releasing are stable and the :
interfaces for this initial release are consistent with the through d unlform Standard Set Of
discussions in this working group. We will continue to provide working
implementations for consideration and feedback to collectively ensure APlS

stable standards are finalized, Google is committed to fully
supporting these standards and we look forward to wour input in the
coming months.

Harald, speaking for Google.

Received on Tuesday, 31 May 2011 23:05:13 UTC

This message. [ Message body ]
Previous message Harald Alvestrand: "Next teleconference: June 14,1600 GMT"
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2011.10.27 Working Draft

<
O
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W3C

WebRTC 1.0: Real-time Communication Between Browsers

W3C Working Draft 27 October 2011

This version:
http://www.w3.0rg/TR/2011/WD-webrtc-20111027/
Latest published version:
http://www.w3.org/TR/webrtc/
Latest editor's draft:
http://dev.w3.0rg/2011/webrtc/editor/webrtc.html
Previous version:
none
Editors:
Adam Bergkvist, Ericsson
Daniel C. Burnett, Voxeo
Cullen Jennings, Cisco
Anant Narayanan, Mozilla
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i WebRTC 1.0: Real-time Communication

MES oot Between Browsers
ICT &2 W3C Candidate Recommendation 02 November 2017
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WebRTC 1.0: Real-time Communication

Between Browsers
W3C Candidate Recommendation 24 September 2020

X =20[2H0f| PR(Proposed Recommendation)?
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WebRTC 1.0: Real-time Communication

Between Browsers
W3C Candidate Recommendation 24 September 2020

X =20[2H0f| PR(Proposed Recommendation)?

9% 3% CR B0 QB 27
“This Candidate Recommendation is expected to advance to Proposed Recommendation
no earlier than 24 September 2020.”
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Candidate Recommendations

Audio Output Devices API ~

2017-10-03 [Media Web API

=3 Al Identifiers for WebRTC's Statistics API A
EE% '?"IU;I- 2020-01-14 Media Web API
ICT E=9]
oz k=13
T = Identity for WebRTC 1.0 A
2018-09-27
Media Capture and Streams ~

2020-09-29 [Media Web API

WebRTC 1.0: Real-time Communication Between Browsers ~

2020-09-24 [Media  Web APL
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"MediaStream Image Capture” ~

2017-06-21 Media  Web API

Media Capture Depth Stream Extensions A

2017-04-18  [Media| Web APL

Media Capture from DOM Elements A

2017-09-06 [Media| Web APL

-',-_r h:% A|IZ11 MediaStream Capture Scenarios ~
=] o 2012-03-06 Media  Web API
MEE o3t

=0
(@) EI—'I MediaStream Recording ~

S 2017-06-21  [Wedia) |Web AP
1=

MediaStreamTrack Content Hints A

2020-07-28 |[Media| Web APL

Scalable Video Coding (SVC) Extension for WebRTC A

2020-04-08 [ Media

Screen Capture ~

2019-11-19  [Media| Web APL

WebRTC Next Version Use Cases ~

2018-12-11 Media

WebRTC Priority Control API ~ WebRTC DSCP Control API

2020-09-22 (Wigdia) |Web AP W3C First Public Working Draft, 3 July 2018
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RTC Accessibility User Requirements

W3C First Public Working Draft 19 March 2020

This version:
https://www.w3.0rg/TR/2020/WD-raur-20200319/

Latest published version:
https://www.w3.org/TR/raur/

Latest editor's draft:
https://w3c.github.o/apa/raur/
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Insertable Streams

WebRTC Insertable Media using Streams

Editor’'s Draft, 1 September 2020
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Insertable Streams

Abstract

This API defines an API surface for manipulating the bits
on MediaStreamTracks being sent

via an RTCPeerConnection.
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https://www.w3.org/TR/mediacapture-streams/#dom-mediastreamtrack
https://www.w3.org/TR/webrtc/#dom-rtcpeerconnection

WebRTC S8 -
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Insertable Streams

API that allows the insertion of user-defined processing steps in the pipeline that handles

media in a WebRTC context.

o AL
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Insertable Streams

________________________________________________

PeerConnection getUserMedia

Web Application

decode

- display

network il b e .

v
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Insertable Streams

* Implemented in Chrome

 Available in Chrome 83 (turn on --enable-experimental-web-platform-features)
 Available as an “origin trial” to any website that registers

« Used for Duo and Jitsi end-to-end additional frame encryption

« Experimented with for a number of other purposes

¥ &KX WebRTC WG virtual meeting 2020.06
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Insertable Streams

WebRTC Insertable Streams (explainer) Trial.
Please try with Chrome m83 or later, with #enable-experimental-web-platform-features flag.

®use Audio | Start Video | | Stop Video | | Connect | | Disconnect |
Sender h Receiver
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[IXOR Sender data [ XOR Receiver data

https://github.com/mganeko/webrtc insertable demo
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Insertable Streams

PoC: end-to-end encryption in Jitsi Meet
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Insertable Streams

@ https://sgmedooze.cosmos: @ X -+

G O @ sgmedooze.cosmosoftware.io/insertable-face/index.html m B » ﬁ :
LOCAL (with face detection)
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https://sgmedooze.cosmosoftware.io

/insertable-face/index.html

REMOTE VIDEO (face focus)
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Insertable Streams

For
WebRTC Next Version Use Cases

Funny Hats

: QI3 E M Cj2E
Funny hats
Background removal or blurring
In-browser compositing
Voice effects
Stress detection
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Insertable Streams

For
WebRTC Next Version Use Cases

Machine Learning
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WebRTC-SVC

Scalable Video Coding (SVC) Extension
for WebRTC

W3C Working Draft 08 April 2020

Before : 2019.10.22 First Public Draft
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WebRTC-SVC

e Chrome Platform Status All features Releases Samples Stats ~

| WebRTC Scalable Video Coding Y &
| extensions <

This extension defines a standard method for picking between possible Scalable Video Coding (SVC)
configurations on an outgoing WebRTC video track.

Status in Chromium
Blink components: Blink=WebRTC>Video
In development (tracking bug)

Consensus & Standardization

After a feature ships in Chrome, the values listed here are not guaranteed to be up to date.

Firefox: No signal
Edge: No signal
Safari: No signal

Web Developers:  No signals



GISC2020

slobal ICT Standards Conference

& = A
NEE ¢t

ICT BEZ9

(o kely
1=

WebRTC S ¢k
Content-Hints

MediaStreamTrack Content Hints
W3C Working Draft 28 July 2020

This version:
https://www.w3.org/TR/2020/WD-mst-content-hint-20200728/
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Content-Hints 4.1 Audio Content Hints

Audio content hints are only applicable when the MediastreamTrack contains an audio track.

speech

speechRecognition

music

No hint has been provided, the implementation should make its best-informed
guess on how to handle contained audio data. This may be inferred from how the
track was opened or by doing content analysis.

The track should be treated as if it contains speech data. Consuming this signal it
may be appropriate to apply noise suppression or boost intelligibility of the
incoming signal.

The track should be treated as if it contains data for the purpose of speech
recognition by a machine. Consuming this signal it may be appropriate to boost
intelligibility of the incoming signal for transcription and turn off audio-processing
components that are used for human consumption.

The track should be treated as if it contains music data. Generally this might imply
tuning or turning off audio-processing components that are used to process speech
data to prevent the audio from being distorted.
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42 Video Content Hints

Content-Hints

Video content hints are only applicable when the MediaStreamTrack contains a video track.

Video content hints

motion

detail

text

No hint has been provided, the implementation should make its best-informed guess on how
contained video content should be treated. This can for example be inferred from how the track
was opened or by doing content analysis.

The track should be treated as if it contains video where motion is important. This is normally
webcam video, movies or video games. Quantization artefacts and downscaling are acceptible in
order to preserve motion as well as possible while still retaining target bitrates. During low
bitrates when compromises have to be made, more effort is spent on preserving frame rate than
edge quality and details.

The track should be treated as if video details are extra important. This is generally applicable to
presentations or web pages with text content, painting or line art. This setting would normally
optimize for detail in the resulting individual frames rather than smooth playback. Artefacts from
quantization or downscaling that make small text or line art unintelligible should be avoided.

The track should be treated as if video details are extra important, and that significant sharp
edges and areas of consistent color can occur frequently. This is generally applicable to
presentations or web pages with text content. This setting would normally optimize for detail in
the resulting individual frames rather than smooth playback, and may take advantage of encoder
tools that optimize for text rendering. Artefacts from quantization or downscaling that make
small text or line art unintelligible should be avoided.

4
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WebCodec + WebTransport

WebCodecs WebTransport
7 =2 AU

Draft Community Group Report, 29 September 2020 Draft Community Group Report, 24 September 2020
MEE 9ot
This version: i ion:
=0 . . . ) This version:
ICT EI_'I https://wicg.github.io/web-codecs/ https://wicg.github.io/web-transport/

gItE-I- Issue Tracking: Issue Tracking:
GitHub GitHub
Editors: Inline In Spec

Chris Cunningham (Google Inc)

Paul Adenot (Mozilla)
Participate:

Git Repository.

File an issue.

Editors:
Peter Thatcher (Google)
Bernard Aboba (Microsoft Corporation)
Robin Raymond (Optical Tone Ltd.)

Version History:
https://github.com/wicg/web-codecs/commits {j“}q
-‘#. €3
Kk ¥
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WebCodec + WebTransport

WebCodecs Proposal

Media and Real Time Communications

pthatcher

WebCodecs

API that allows web applications to encode and decode audio and video
Many Web APls use media codecs internally to support APIs for particular uses:

« HTMLMediaElement and Media Source Extensions
« WebAudio (decodeAudioData)

« MediaRecorder

e« WebRTC

But there’s no general way to flexibly configure and use these media codecs. Because of this, many
web applications have resorted to implementing media codecs in JavaScript or WebAssembly, despite
the disadvantages:

« Increased bandwidth to download codecs already in the browser.
« Reduced performance
« Reduced power efficiency

It's great for:

« Live streaming
« Cloud gaming
« Media file editing and transcoding

See the explainer for more info.

1/19
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WebCodec + WebTransport

WebCodecs in Chrome M86: Limitations

Supported
¢ 2AudioDecoder can decode AAC, FLAC, MP3, Opus, and Vorbis.
e VideoDecoder can decode VP8, VP9, H.264 and AV1 (AV1 not available on Android).
¢ VideoEncoder can encode VP8 and VPS.
o VideoTrackReader.
e ImageDecoder can decode BMP, GIF, JPG, PNG, ICO, AVIF, and WebP.
Unsupported

AudicEncoder is notyet implemented.

nudicDecoder can decode xHE-AAC on Android, but it requires ADTS headers. We do
not expect to require ADTS headers in the future.
VidecEncoder can encode H.264, but it is limited:

H.264 encoding is not available on all platforms.

The output format is Annex B. We expect the format to be AVC in the future.
new VideoFrame (pixelFormat, planes, frameInit) IS notavailable.
ImageDecoder can't decode SVG. We don't expect SVG to ever be supported.
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RTCQuicTransport @
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RTCQuicTransport

secure
signaling

JavaScript App (Sender) JavaScript App (Receiver)

pre shared key

RTCQuicStream pre shared key params params '
nquicstream onquicstrea RTCQuicStream
RTCQuicTransport H RTClceTransport H RTClceTransport H RTCQuicTransport .
reateStream() createStream()

RTCQuicStream

RTCQuicStream

https://developers.google.com/web/updates/2019/01/rtcquictransport-api#rtcquictransport
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RTCQuicTransport

RTCPeerConnection | DataChannel
XHR SSE WebSocket SRTP SCTP
HTTP 1.x/2.0 Session (DTLS) - mandatory

XHR

SSE

WebSocket

Session (TLS) - optional

ICE, STUN, TURN

HTTP/3.0

RTCPeerConnection

DataChannel

Transport (TCP)

Transport (UDP)

Transport (QUIC)

Network (IP)

Network (IP)

https://bloggeek.me/who-needs-quic-in-webrtc
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WebRTC Next

RTCQuicTransport

QUIC API for Peer-to-peer Connections
Draft Community Group Report 21 January 2020

Latest editor's draft:
https://w3c.github.io/webrtc-quic/

Editors:
Peter Thatcher (Google)

Bernard Aboba (Microsoft Corporation)
Robin Raymond (Optical Tone Ltd.)
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sFrame (Secure Frame)

« E2EE (End to End Encryption)
» Google 1} CosmoSoftware &&7H

« PERC ©| SFAF KA

X source : Dr. Alex 's Blog

OTLS - SRTP

Bob

HF
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OTLS - SRTP
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sFrame (Secure Frame)

Streaming Media East - May 8, 2019 - New York City

WebRTC was NOT designed for multiple hops (3)

e What can we use for end-to-end encryption?

& = Al
NES 9ot

ICT EZ9] « PERC: IETF standard for Privacy Enhanced RTP Conferencing (SIP/webrtc)

S o RTP only, Untrusted server, untrusted web-app

1= « PERC-lite: variation with a trusted app trust model. Implemented by
CoSMo for Symphony Communication in 2017/2018. Serving the top 25
banks in the world in a SEC-Compliant way.

« WebRTC NV - E2ZEME

o Transport agnostic,

o Video frame-based
s Less bandwidth overhead,
s Codec-Agnostic

»< SYMPHONY .hﬂ‘

Alexandre
Gouaillard

Dr. Alex Gouaillard - @agouaillard - webrtcbydralex.com
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sFrame (Secure Frame)

i

i i

, OO
i i

! Encoder > g':“"":r »| RTP packetizer =t o
i A : DTLS-SRTP

i ;

i i

i i

i i

E Key manager i

i i

i i

i i

Messaging server

(EZEE channel)

Key manager

¥

Media server

O

" SFrame " RTP de {
Decoder N packetizer

DTLS-SRTP

meetecho.com
Lorenzo
Janus
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sFrame (Secure Frame)

@ https://sgmedooze.cosmos: @ X +

C 0O 8@ sgmedooze.cosmosoftware.io/sframe/index.html

Sender Receiver

https://sgmedooze.cosmosoftware.io/sframe/index.html
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sFrame (Secure Frame)

SFrame.js
Pure javascript library implementing the SFrame end to end encryption based on webcrypto.

https://github.com/medooze/sframe
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Zoom on Web

Getting Connected with Advanced Web Technology

web.dev

WebAssembly SIMD

WebTransport

WebCodecs

https://youtu.be/uuKBgHDnJ2k



zoom on web ‘e

GISC2020

Global ICT Standards Conference

WebAssembly SIMD (Single Instruction Multiple Data)

. Q| /H|C|Q A& Y o|0|x| ZEAMS 22
AutM oz o BBt K 9H0|A SIMDE &8,
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https://v8.dev/features/simd
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WebTransport

« WebTransport= WebSocketdt & 7} WebTransport vs. other networking APIs
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WebCodecs

« WebCodecs API= & X7} HE2
sl A2 = | Use Case -> Capability Mapping
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« WebTransport, WebCodecs

« QUIC Protocol

« WASM, DataChannel in Workers
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